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Protecting the Lottery Ecosystem from
lllegal Gambling

Peter Szyszko
CEO White Bullet
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lllegal lotteries and gambling are growing threat
to industry, consumers, online infrastructure

Will and tools exist to combat the threat
and safeguard integrity of the sector

What can be done: expert perspective, European
Lottery pilot, how illegal operators promote / engage

white bullef)

-

€80.6 billion in online revenue in EU
generated by illegal operators

€33.6 billion by licensed operators

generated offshore

European Casino Association 2025

-

71% of EU gambling revenue from black market
EU governments lost €20 billion in tax revenue

For every €1 generated by regulated sector, €2.4

~
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About White Bullet

>34y CITY.LONDON

MPOLICE R EUIPO

------------------------
"""""""""""""""""""""""""""""""

L asa¥

We identify risky online content and take action 2o

* Multiple risk types Zntain EVOKRE m

* All ecosystems + ads, globally

. . g Flutter (- >k
* Expertise + evidence « e kindred
EQUATIV e

Since 2013, we work with all stakeholders COMCAST

3|<y @medla

amazon PEERES"

+ many more

e QOperators, regulators + infrastructure
* Financial, infrastructure, marketing

Member of

WIPO Alert

wipo.int/wipo-alert

4 _ EL INDUSTRY DAYS
LOTTERIES BRDGING
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How?

ENFORCEMENT

lllegal operators

* Criminal, tax referrals

e ISP site blocking actions
* Domain seizures

* Fake ads

@r EL INDUSTRY DAYS
HE ERIES BRDGING

DISRUPTION

Supporting infrastructure

Automated takedowns: social,
search

Direct outreach: adtech, payment
processors, domain registrars

whitebullet )

EDUCATION

Consumers, policymakers

* PR for awareness
* Data for MoUs + regulation

CONTINENTS
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Familiar Battle?

Copyright protection
Content streaming, sports...
Face same issues

Inequality and challenges

" sl EL INDUSTRY DAYS
LOTTERIES BROGIMG

CONTINENTS
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Unfair ‘Competition’

an < »

Imbalance vs illegal operators €€€, rogue support, money Doing business, while fighting
laundering, organised crime the bad guys, with arms
tied...
Financial: NO fees or taxes
Infrastructure: NO KYC or DD
Marketing: NO limits, compliance
Duty of care: NO KYC, support,

reporting, safeguards

EL INDUSTRY DAYS

TTERIES BRIDGING

' CONTINENTS
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There is Hope!

Tested tools, approaches
Centralised infrastructure
Regulated intermediaries
Enhanced tools Al, scale

Laws, DSA, Trusted Flaggers

£ _‘: EL INDUSTRY DAYS
“LOTTERIES BROGING
CONTINENTS
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Challenges

Landscape:
Compliance:
Evidence:
Enforcement:
ROL:

@r EL INDUSTRY DAYS
i ERIES BRDG/NG

Size of problem?
Definition of illegal?
What to capture?
What is meaningful?
How track impact?

whitebullet )

. CONTINENTS



Track various ECOSYSTEMS

EVIDENCE GATHERING for
policy and enforcement

ENFORCEMENT at multiple
levels

Take downs from
social platforms

Take downs with

payment providers
\ Take downs with

Take downs with /
domain registrars
- -

whitebullet )

+ identify illegal gambling
domains from ads found

+ identify illegal gambling
domains from result listings

NTINENTS
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-

Take downs from

search engines
\ B

N\
®

advertisers & adtech

Take downs with
affiliate networks

+ identify other illegal

gambling domains from ads
found on other websites

\

Take downs from
app stores

Take downs with
advertisers & adtech

whitebullet )

"
Take downs from
search engines
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Pilot Project

Leverage risk intelligence,
expertise, key learnings

Map landscape, take action:
disrupt + enforce

3 countries x 3 months
(FR, GR, PL)

Dedicated Taskforce

"4 : EL INDUSTRY DAYS
" LOTTERIES BRODGING

CONTINENTS
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Pilot: 4 Phase Approach

Phase 1: Legitimate Landscape Assessment
Phase 2: Discovery

Phase 3: Compliance Analysis & Operator
Investigation

Phase 4: Enforcement

‘f‘: EL INDUSTRY DAYS
ERIES BROGING

'CONTINENTS
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Phase 1: Legitimate Landscape Assessment

Baseline: which
operators are
licensed across

EU?

,“ : EL INDUSTRY DAYS
" LOTTERIES BRDGNG
CONTINENTS

JUNE 7-10, 2026 | MARRAKECH

Comprehensive
list of licensed
online operators

J

Helps identify
non-compliant and
illegal operators

J

12
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Phase 2: | .
|dentify potentially

Discovery illegal operators in
multiple ecosystems

Monitoring and harvesting
data at scale

Various ecosystems
Tracking promotions + ads:

Search engine

Ulnlie party Social media sponsored links +
websites 2ds

| EL INDUSTRY DAYS
LOTTERIES BROGG
CONTINENTS
JUNE 7-10, 2026 | MARRAKECH
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Data Capture Process

Auto X-ref

Source Focus Evidence
Classify

ID brands, adtech licence

Websites, ad Targeting, Screenshots, Check for

libraries, search localising videos

White Bullet Tracking Technology

A ' EL INDUSTRY DAYS
' LOTTERIES BRDGING

whitebullet )

/

N\

~

Subset

Candidate
operators

/

CONTINENTS
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Data

Capture:
Web

All ecosystems
Custom websites
Proxies

Profiling
Humanisation

PUBLISHER PAGE DATA

piracy.com

REFERRAL PATH METADATA

LR

o
) @
=

I o 1
“. - E

All ad placement + revenue formats
All ad media types
All formats

CLICK-THRU DATA

brand.com

whitebullet )

EL INDUSTRY DAYS

"TERIES BRIGM;
CONTINENTS
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metatube

%olan

Stirken Sie Ihr Wohlbefinden:
Natiirlich zu Gesundheit

ESSENZ
ESSENZ

MEHR ERFAHREN

*Ad Path for ad 1444481752

https://www.lottoland. com/wirsinddeinlotto?lottolapid=display_sportsradar_de&utm medium=display&utm_source=g
https://www.lottoland.com/wirsinddeinlotto?utm medium=display&utm source=display sportsradar de
https://eu.sportradarserving.com/click/IDompv8usQYVmpu3gzeKgQkQ5ax8FPkfzXCZCAVeiaslentuZ60wo3ZnI TPsSvXmLiC]

{1 G »

L@;r EL INDUSTRY DAYS
"LOTTERIES BRIGG

Adtech: eu.sportradarserving.com

Visit landing page and assess availability
of services locally

Data Capture: Web

whitebullet )

CONTINENTS

JUNE 7-10, 2026 | MARRAKECH
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Data Capture: Social

0 Meta

[ Belgium v 0] Allads « Q lotto ]

Launched November 2025

@ Active
Library ID: 767232532960927

Started running on Nov 1, 2025

Platforms @ @ Q

EU transparency @

See ad details

New Espace Danse
Sponsored

Masterclass 3 ne pas rater!

@malikzaryaty débarque au Ned pour une masterclass
exceptionnelle!

% Le 8 novembre de 17h 3 18h30.

AdLibraryReport ~ Ad Library APl Branded Content

X M Saved searches

© Active
Library I0: 803720188925501
Started ru Report ad

Platforms fg (D Mark this ad as offensive or
Inappropriate
4 ads use t

&

Py
Get an Ad Library URL for this ad

4o, Lotto American
Sponsored

The MegaMillions lottery is announcing a record prize
of §1.7 BILLION.
For the first time, participants from everywhere can join
this historic opportunity.

Your ticket could be the beginning of a brand-new
life.

OTTERIES ZRDGNG
CONTINENTS

JUNE 7-10, 2026 | MARRAKECH

@ Active
Library ID: 1388623816310831

6 ads use this creative and text

See summary details

e, Lotto American
Sponsored

The MegaMillions lottery is announcing a record prize

of $1.1 BILLION.

For the first time, participants from everywhere can join

this historic opportunity.

Your ticket could be the beginning of a brand-new

life.

The MegaMillions Lottery has
reached a record jackpot of
— apen globally!

BUY NOW

@ Active
Library ID: 1236778061827589
Started running on Oct 30, 2025
Platforms @

4 ads use this creative and text

See summary details

Reverze
Sponsored

dedicated 1o Reverze Classics.

Discover the line-up for Friday at AFAS Dome - a night

Save search

Active status: Active ads X

© Active e
Library ID: 1350544659910744
Started running on Nov 1, 2025
Platforms @ @
This ad has multiple versions @

EU transparency @

See ad details

Reverze
Sponsored

On 27 & 28 February 2026, the AFAS Dome and Lotto
Arena in Antwerp will transform into a world Beyond

ies. Step inside and two nights
where reality blurs and energy knows no limits.

s out

Dor't mis:

Shop Now

I

Facebook sponsored ad

whitebullet

Social media ad
libraries

Country filters

Keywords by
category, language,

Performance, risk

17



C 25| bing.com/sear

ne.ro

oto-online.ro » tepe-la-loterie-c

Loteria Romana
https:
Plat

,“ri"'v
EL INDUSTRY DAYS

LOTTERIES BRDGING
CONTINENTS

s Up To

i By Our

How does Lotto differ worldwide?

Promotii exc

whitebullet )

¥ £ Incognito

Targeted queries in
relevant language: performance, risk

Organic search results: visited to
assess availability of services

Data Capture: Search

VPN geo-location
Proxies, profiling, humanisation

Romania

143.244.52.48

PPC ad: visited to assess availability of
services

e la Casa Pariurilor Cele mai mari ¢i

JUNE 7-10, 2026 | MARRAKECH
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Phase 3: Compliance Analysis & Operator Investigation

¢ Evidence ¢ Evidence

¢ Evidence

7))

p

» O

¢ Visit, local IP e Attempt e lllegal only ofd

Geo- * Assess geo- Account account - e Investigate B
. s . . - Facilitators o~
restriction blocking Creation creation support =
&

(g0)

Ll

+

lllegal operators

e Auto-capture tech
* Payment providers, ad networks, domain registrars
* Creates candidates for enforcement

4 A EL INDUSTRY DAYS
'LOTTERIES BROGING
CONTINENTS

JUNE 7-10,2026 | MARRAKECH
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Phase 4: Enforcement

* Intelligence Database: results, evidence

e Action Centre: enforcement dashboard

Targets, enforcement taken
Impact for success

 Taskforce meetings
* Action taken depends on target

" EL INDUSTRY DAYS
"LOTTERIES BRDGIG

CONTINENTS
20



Targets

* |llegal operators

* Payment providers

e Adtech

* Domain registrars
 Social media platforms
* Search engines

e [SPs & domain seizures

" sl EL INDUSTRY DAYS
LOTTERIES BROGIMG

Referrals to law enforcement, regulators

__ Auto-take downs, direct notices

Litigation, dynamic blocking, law enforcement

CONTINENTS

21



Enforcement: Payment Providers

GOAL: Cancel payment facilities

white bullerf)

Most major players commit to industry regulatory requirements to

prevent fraud
* |lllegal lotteries and gambling included definition

Custom evidence packs to payment providers
e Dedicated contacts for illegal activity
e High evidentiary burden — few automated forms and processes
* Only legitimate providers will block
* Evidence of non-compliance to gambling or banking regulators

Response times 24-48 hours, possible fines by financial regulators

3 il k. EL INDUSTRY DAYS
LOTTERIES BROGIMG

CONTINENTS

22
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Enforcement: Advertisers, Adtech

GOAL: Remove operator ads and websites from inventory
* Adtech placing illegal operator ads
* Brands whose ads appear on (and fund) illegal operator websites
e Adtech placing other ads on illegal operator websites

No regulatory requirement to prevent ads on illegal publishers — reputation issue

Custom evidence packs to adtech and brands
Adtech, brands not required to have abuse contact emails or reporting forms ?

Research each POC for notices - White Bullet active 10+ yrs
High evidentiary burden - adtech code, landing page data
Only responsible players use blocklists / dynamic feeds
Name and shame publicly

Response times 2+ months, repeat notices

,’{i _;- EL INDUSTRY DAYS
“LOTTERIES BROGING
CONTINENTS

JUNE 7-10, 2026 | MARRAKECH
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Enforcement: Domain Registrars

GOAL: Cancel domains

Most major players commit to industry regulations to cancel illegal / abusive domains
 Specific abuse categories and broader fraud
* lllegal gambling and lotteries included

Custom evidence packs to domain registrars

Additional steps to identify registrars (if not obfuscated)
Dedicated contacts for abuse and illegal activity
High evidentiary burden, complaints to ‘report abuse’ email — no one size fits all - some have web

forms for faster processing
Only reputable registrars suspend or cancel

Non-compliance can be reported to gambling regulators or ICANN
Response times 24 hours to 10+ days —

3 il k. EL INDUSTRY DAYS
LOTTERIES BROGIMG

CONTINENTS
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Enforcement: Social Media

GOAL: Block ads from feeds

Most major players remove promotions for illegal activity
* lllegal gambling / lotteries included, but each ad campaign is reported individually
e Reporting via ad libraries is efficient — only report each campaign once

Custom evidence to social media platforms
* Dedicated abuse reporting tools (see also Meta Brand Rights Protection for IP)
e Auto-reporting at point ad is found (click on-ad report feature) or via ad repository
* Only legitimate providers remove ads - Meta provides feedback
* Non-compliance can be reported gambling regulators

\Response times from 24 hours to weeks /

]
0

,’{i _;- EL INDUSTRY DAYS
“LOTTERIES BROGING

CONTINENTS
25



white bullef)

Enforcement: Search Engines

GOAL: Remove PPC ads and results

Search engines offer removal of PPC ads, sponsored and organic results

violating laws
* lllegal gambling and lotteries included

@ . . )
Custom evidence packs to social platforms
* Dedicated abuse reporting tools for at scale action q
* Non-compliance can be reported to gambling regulators
Response times 24-48+ hours
N /

“LOTTERIES BRIGIMG
CONTINENTS
JUNE 7-10, 2026 | MARRAKECH
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Enforcement: Operators, Site Blocking, Seizures

2 EURTPOL

Operation In Our Sites
Project TransAtlantic VIII

This domain name has been seized

Operation In Our Sites-Project TransAtlantic Vill is a
coordinated effort by U.S., European, South American and

Asian law enforcement agencies targeting websites and
their operators that sell counterfeit goods.

‘ sl EL INDUSTRY DAYS
LOTTERIES BROGIMG

CONTINENTS
27
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Pilot: Data Coverage to Date

Ecosystem Visits Total Visits  Total Ads % Gambling / lllegal
Lottery Products Operators
Web 465,090 |
Social 632,800 | L 1.9M 800K+ 13% 26
Search 797,265
(including organic results) —

* Data collected from 13 April to 27 May 2026 only

,T“j - 2“; EL INDUSTRY DAYS
LOTTERIES BRDGING
CONTINENTS

JUNE 7-10, 2026 | MARRAKECH
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Example Web: Greece BC.Game

SIGN UP & GET REWARD

BC.GAME $20,000
ronacdo ' _i

! ;& 2° Mys"ar
WELCOME SHIELD ]

. : UP TO $300 1Pva: 103.187.242.220 |h

NEWS

BIOGRAPHY & ¢ /
hisliod Sign Up ' S (®) 1pv6: Not Detected

GALLERY
GRLFRENDS

Or Register With i
SxrRa il ironts < £, 1PLOCATION: @ BrROWSER:
FAQ 201 Google -4 Telegram Athens, Attiki (GR) [Details] Chrome 147.0.0.0 [User
ke Agent]
CONTACT

::;é . |SP: Media Pro

# Recent Big Wins

g

SCREEN SIZE:
PROXY: Not Detected 1536px X 766px

\ nahle
zx W ’ T — JAVASCRIPT: Enabled
-' @ B el 4
% D .

COOKIE: Enabled

Dondanin dden Col Bla Dywoq

224 83K USE

]
CLAIM UP TO $50 IN
BONUS REWARDS
=

¥ il
location.net

s EL INDUSTRY DAYS

LOTTERIES BRDGING !

CONTINENTS
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Example Web: Greece BC.Game

-~

1) BC.GAME
WELCOME SHIELD
- g

IP Address Details

alanward0304 IPva: 103.187.242.220 (&
7 IPv6: Not Detected

& IP LOCATION: . BROWSER:
100K XP to BRONZE | Athens, Attiki (GR) [Details] Chrome 147.0.0.0 [User
Agent]

$0.00 % ISP: Media Pro

SCREEN SIZE:
&5 Withdraw _2_ PROXY: Not Detected 1536px X 766px

o @ PLATFORM: Windows 10 @ JAVASCRIPT. Enabied

Vault Pro Transaction

COOKIE: Enabled

Bet History Free Plays )
Show more IP details

9 Welcome FS
40 Do Not Disturb

B Notification

EL INDUSTRY DAYS

“LOTTERIES BRIGIMG

CONTINENTS
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Example Social: France Hype

0OMeta

whitebullet )

Fance v | D Alads v | Q casinainstant

M reuts
hese el nclude ads nat match your keyword sarch

¥ % sty v

At satus Acvoads X Imprssionsbydate On8pr 28,2026 X Clarall

a3 2020

ol

00 Meta

France ¥ B Allads « Q, casinoinstant

~11 results

These results include ads that match your keyword search.

Sytemstotss ©

AdUbrary 4P| Aboutads and data e Pivacy Toms Cookles

Mata © 2026  English (US)

| &“ EL INDUSTRY DAYS
: ERIES BROGING

" CONTINENTS

JUNE 7-10, 2026 | MARRAKECH

@ Active

Library ID: 1497376558635188
Started running on Apr 17,2026
Platfarms @ @ Q @ @

2 ads use this creative and text

See summary details

HypeOfficial

vPE

Sponsored —

All fun , no fuss. That's the real Hype! I
Fun without limits with 5000+ games to enjoy i

Let's gol A 100% Match
Bonus up to €500 is walting

=
)

31
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Example Social: France Hype

SR DUIK 1 LOUKUP)

HYPE O ] * Q Login

IP Address Details

o ]
)
- sl o (5 : 185.170.214.34 [N
Double your first deposit with a @ re "
(») 1pve: Not Detected
) . @
100% deposit bonus up to €500
= IP LOCATION: . BROWSER:
=) But that's not all! On your 2nd deposit, you'll have the chance Lll HaulsiDe-France Chrome 147.0.0.0 [User

to spin the wheel and win the €15,000 jackpot

Registration

VisA @

IP Address Details |

1Pva: 185.470.214.34 |8

My account

@ 1PvE: Not Detected

R pLocamon @ BrOwsER:
Litie, Hauts-De-France Chrome 147.0.00 [User
(FR) [Details] Agent]

GPay @& Pay

My account

E My profile N
E Change your password

Q) HosTNAME %% SCREEN SIZE:
170-214-34 1530pX X 758pX
1 Vps Hosted-By

Mvps Nel JAVASCRIPT: Enabled

Ip-

£ ISP:mvPsLIn [=" COOKIE: Enabled

.1, PROX 100% debonus ¥
jusqu'asoo € ' iYI?F
pour commencer

B3 PLATF laHype

EL INDUSTRY DAYS

TTERIES BROGIMG

' CONTINENTS

JUNE 7-10, 2026 | MARRAKECH
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Example Search: Poland 20Bet

hazardowych.

it a oprogramowanio jost Kompatybilne zaréwno 2

o
do Logowania do 20Bet Casino w Polsce
rka, Ktéra zadobiutowak b

@ 20betpolsa.con
hitps://20betpolska.com > pl

20Bet Kasyno Online - Bonus do 900 PLN + 170 Darmowych
Spinéw
208et kasymo o

o 20betpoland.com
https://20betpoland.com » app

20Bet Aplikacja | Oficjalna Aplikacja Bukmacherska Do —— o —
Pobrania

Mobilny bukmacher sportowy 20Bet jest tak samo zaawansowany jak jego wersja na

20net.one
© utpa.20betone ol

20Bet Polska - Bonus 100% na Zaklac
aby ~ b, 208

nie, Ty mozese ko

R — komputery. Gracze mobilni moga sie swietnie bawic¢, obstawiajac jedne z najpopularniejszy...
éﬂgf; n}?;)hkaqa | Oficjalna Aplikacja Bukmacherska Do H - -

| “‘ EL INDUSTRY DAYS
ERIES BROGING

" CONTINENTS

JUNE 7-10, 2026 | MARRAKECH
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& ' APLIKACJA

IP Address Details

@ rpva: 19228.237.73

1PvG: Not Detected
ZAUFANY BUKMACHER ONLINE 93/ 100

20BET POLSKA e
000 User

ODWIEDZ 20BET POLSKA | CIESZ SIE WSPANIALYMI BONUSAMI | Agent]
NAJLEPSZYMI TYTULAMI GIER KASYNOWYCH! A

IP LOCATION
Warsaw, Mazowieckle

BROWSER

SCREEN SIZE

1532px X 758pK

JAVASCRIPT:

IP Address Details

@ ieva: 1932823773

- Proces Rejestracyi

+ Bonusy | Promocje @ 1Pve: NotDetected

- Zaklady Sportowe 20Bet

® & wosie arpLICATION

PERSONAL DATA

ame and surname

@ 1pva: 193.28237

P 1pve: Not Detect;

DT (PR YGON)

LOTTEI32IESE%;;;;’/;&Z/f
CONTINENTS

JUNE 7-10, 2026 | MARRAKECH




Example Search: France RedFoxLotto

Q. jeu de loterie pour les jeunes de 16 ans

Dometopus.org » partculiers » vosdroits

jeux d'argent interdits ou autorisés aux mineurs

i
de Hasard en ligne : Francaise des Jeux | FDJ®
dargent FDI® : ko, LOTOS, Burobions, Kena ot devencr pout

sago

e blog

ane
© b jjanise

N

(). jeu de loterie pour les jeunes de 16 ans

ALL I'E-' SEARCH IMAGES VIDEDS MAPS NEWS ! MORE ABOUT 5EA

About 118,000 results

whitebullet )

© redfoxlotto.com
https: //redfoxlotto.com » fr » age-legal-pour-acheter-des-billets-de-loterie

Quel est 1'age légal pour acheter des billets de loterie ?
Oct 5, 2023 - Par exemple, aux Etats-Unis, il faut généralement avoir 18 ans pour acheter

des hillets de loterie, mais ce n'est pas toujours le cas. Toutefois, dans d'autres pays comm...

EL INDUSTRY DAYS

FTERIES ZROGIMG

"CONTINENTS

JUNE 7-10, 2026 | MARRAKECH
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Example Search: France RedFoxLotto

E—
{ome Playlnnanss - LOllQ!y info ~ Results « Pmy Keno ~ D sb‘
O redfoxlotto ... e i
]
0

@ 1Pve: 178.17016.180 1K

@ 1pve: Not Detected

{sURGw
Superenalotto fg; Powerball US

Megamillions
- G 3 . IP LOCATION: BROWSER:
€284.252.870,00 €170.800.000,00 €132.250.580, & Reims, Grand-Est . Chrome

(FR) [Details] 148.0.0.0 [User Agent]

Wed May 27 2026

Fri May 29 2026 Thu May 28 208

[ 5 [ .mgedln-

: — — -
IP Address Details = =3 Skrl“

o) redfoxlotto  mremone

@ 1pva: 178.170.16.180

Deposit via Instant bank transfer Skrill

@ 1pve: Not Detected

& wrockmon e

oo
B8 Avallable Free Tickets

Reims, Grand-£st i
(FR) [Ostalls]

@ HOSTNAME: ]
Cantiouchinis Pzza o

© redfoxiotto [ curren: nalance

Croose A Bagos e

NETELLER # PaysafeCard RAPIO -

Neteller Paysafecard

» ¥ o
S

Credit Card Gption 1 ‘Deposit via |

W
=

NTELLER - P

Neteller Paj

(]

ws 10

Cryptocurrency Option 1

- - Q@ SshowmoareIF

ﬁr EL INDUSTRY DAYS
"LOTTERIES BRDGNG

CONTINENTS
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Risk: Crypto

Allowing cryptocurrency deposits
viewed as higher risk

More difficult to identify
customers, trace funds, enforce
responsible controls

Risk depends on operator's
controls and cryptocurrency

80% of illegal operators
allow crypto deposits

whitebullet )

’u Cwallet Connect Cwallet to earn bonus

Deposit from more wallets @GCO >

or

v (@sc) @usor @ usoc @ More >
2€ Your curren
Choose CoinNetwork

Segwit

W How to deposit crypto?

Deposit address

bclgqg7uOphz83qgtnd9cs6c0vmg24in

hmydjhdrjy7 @

\Pgh EL INDUSTRY DAYS
LOTTERIES BRDGIMG

CONTINENTS
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Risk: Crypto

Money laundering risk

* Harder to verify source of funds, passes multiple wallets, obfuscation services
Sanctions, compliance risk

* Harder to identify funds originating from sanctioned individuals, entities or high-risk jurisdictions
Cross-border risk

* Facilitates access for customers in countries where gambling is restricted or operator unlicensed
Reduced transaction transparency

e Lacks third-party oversight
Responsible gambling concerns

* Speed, accessibility, volatility of crypto assets contribute to riskier gambling behaviour
Enhanced controls required

* Robust KYC, AML, sanctions screening, blockchain analytics source-of-funds verification

" EL INDUSTRY DAYS
"LOTTERIES BRDGIG

CONTINENTS
38
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Risk: Dynamic Redirection by Affiliates

Affiliate partner webpage o mrane oo
dynamically redirects to Chat  Tables code
various illegal and/or legal
gambling operators

WELCOME PACKAGE

@
. +1000
Based on internal user il

tracking heuristics, e.g. IP,
cookies, traffic referral

SECURE YOUR BONUS NOW!

)“'*‘: 3 EL INDUSTRY DAYS
LOTTERIES BRDGING

IP Address Details

IPvd: 185.251.248.138 (B
'9 IPv6: Not Detected

& pLocaTioN
Warsaw, Mazowieckie

@ crowser
(PL) [Details]

wome 148.0.0.0 [User
Agent]

> RN R
Z IsP o SCREEN SIZE
Bedrock Networks LLC 1284px X 758px

. PROXY: Not Detected JAVASCRIPT: Enabled

EJ PLATFORM: @ COOKIE: Enabled
Windows 1(

@ Show more IP details

Secure your Heroku App today

CONTINENTS

JUNE 7-10, 2026 | MARRAKECH

39



whitebullet )

Risk: Children’s Content Website

i Bulk IP Lookup

IP Address Details

. Welcome bo Bebninja — 1Pva: 92.118.69.26

¥ ™ - €1,000 bonus and 100 free, === W v Lt Dt
7&‘ L spins Go all new players / Ry e O

j B Live casino

Cute Ariel i

% Siots

Lbser rating: o (91%) Llser ratirg: M —

signin ({5

s Promotions

0 [User

Agent]

%R
=% SCREEN

Coral Guardian Mermaidcore 5|

Userrating: €(91%) User rating: 5 (84%)

Mermaids Mermaids - Realistic

STARLINK

TEAN ®Pay G Pay @bitcoin > CashtoCode Reliable high-speed internet
starting at £40/M0

IR L TOMEN X
TO0E WELCL
+ 100 FREE 5PING

Mermaid Mermaid Princess
Dollmaker o
User rating: €5/(91%)
ser rating: @
Eampain £ e Mermaids - Princess -
Mermaids - Anime sty
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Risk: Malware

n NordVPN Pricing Features v Download VPN v Learn v For Business v Products v Login Support Center & v Get NordVPN

Q ‘ LICHTHIDAU BANGXEPHANG KETQUABONGDA NHANBINH TINTUC LENHEKM

XOILAC TV | TRUC TIEP BONG DA HD - XEM XO1 LAC MIEN PHi 2025

© DangLive 0 & HomNay 40 & NgayMai 60 ‘] EI
P Link Checker File Checker Scam Text
Giai béng dé Hang hai. CHUA BAT DAU 07:00 - 24/04 Giai Qudc Gia Bong R. CHUA BAT DAU 07:30 - 24/04
Checker
Dalian Ying... @ 0 a4 o . Changchun ... Otago Nugg. 0 - o = Tauranga W...
BLV 7UP BLV Cozy I . I . k f 9
s this link safe?

Glai béng 04 Hang hai... Glai béng da Liga 11n. CHUABAT DAU 08:30 - 24/04

Scan a URL you want to visit to detect malware, fake websites, and phishing attacks.

e b
Shanghai Se... 4 Dalian Kewei Persijap Jep... | 5 ) PSBS Biak N...
I i 0-0

BLV RONG DO BLV Bi DAO

& vsbet30.com was identified as a phishing site. It could trick you into revealing your personal information, like login
credentials and credit card details.

KHUYEN MAI CUNG 09:30 - 24/04
™
Ay

AFF Champlonship UT7

ko7 8. | (@ COLA'SCORE.COM THEQ DI TV SO 6" ) pvoncaerc

I AR BONGDA TRUC TUY - 8
5 Incorrect detection? Report it

10:00 - 24/04

Gl v5 dich quéc gia Uc CHUABAT DAU 09:35 - 24/04 Gl v3 dich quéc gia

) P
Macarthur @‘ 0 o4 0 g? Wellington P... Kashiwa Re.. g‘ | Kashima An...

By entering a URL you agree to our terms of service and privacy policy.

BLV DR THANH | BLV GIA LANG

G131 v6 dich qudc gla ... 10:00 - 24/04 Glai bong ré nam Han . u 10:00 - 24/04

Tokyo Mito Hollyh... Anyang KGC & KCCEgis
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Risk: Search Obfuscation

St UK Onl However....
Legal operators unlicenced
displayed when operators
VISITING e S | T UN displayed when
gambling accessing via
aggregator BING AD
website '
DIRECTLY | s CLIck
THROUGH

.....

wwwww

| EL INDUSTRY DAYS
LOTTERIES BRI
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Bwincasino.gr unlicensed in Greece

R i S k : Fa ke P ro m Ot i 0 n S ? using Bwin logo / name (operates legally as bwin.gr)

Redirects to unlicenced Betscorel.com

s o (3 bwincasino.gr
5 https://bwincasino.gr » el-gr

bwin kaTivo pe Kopv@ala slots ko live casino

To bwin cvvbuvafer bnpogiin slots, Cwrtava navyvibia xal yrwoToug OOpOYOUE, HE

- IP Address Details
= — N

@ 1pva: 921186926 (B

2 1Pve: Not Detected

IP Address Details
12orreespinsxace IR I

IPva: 92.118.69.26 N
HEPpQ
EntiAcEe Mrtd X

anoé dnpogthr Game Shows

Koo £ ProcaTion: @ BROWSER

Y - A\the ik
\(b 350% £ 17.000€ + 200 FS

%) 1Pve: Not Detected

+ 1 Fortune Wheel (GR) [Details] 148 0 [User
Agent]

il SCREEN SIZE:
' > o 0% Ewg 100€ P . TRR

e

- 6 £wg 21.500 USDT + 200 FS
)] PLATFORM

XPnowoTioiotue cookies, EAEVEE TN Afikwan Cookie yia
TIEPIOOOTEPES TIANPOPOPIES. MITOPEIC va GAMGEEIC QUTES TIC
puBpiceic omg Pubyioeic cookies
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Risk: Influencers

Controversial
popular influencers

paid commission

HSTIKKYTOKKY

hstikkytokky

$26,000 on a coin flip & &

#hstikkytokky #funny #fyp #instagramreels

21September 2025

stakeclippers 27w
Dm me
Reply 4

4, hstikkytokkyyy 27w
\S J A URLUN g

Add comment...
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Risk: Al Misrepresenting Legitimacy

A —— o Al suggests unlicensed operators
we e wes e we e o b sersecewse | @gAINSt queries for licensed operators

)

© 1) Ed About 98,700 results

- R Not paid ads

This summary was generated by Al from multiple
online sources. Find the source links used for
this summary under "Based on sources”

Learn more about Bing search results how Bing
delivers search results

@ Voici quelques casinos de cryptomonnaies
agréés recommandés pour les joueurs francgais :

= —— . Offre un bonus de 200 %
T = jusqu'a 30 000 § et 50 Super Spins, avec plus
e = de 20 cryptomonnaies acceptées. €1

= «| Betpanda : Pfopose un honus de 100 %

jusqu'a 1 BTC sur le premier dép6t, avec une

large sélection de jeux et des paiements en .
cryptomonnaies. © 1 nales

«| BC.Game : Agcepte plus de 150 cryptomonnaies et offre un bonusJ'ranQais .

This summary was generated by Al from multiple
online sources. Find the source links used for
this summary under "Based on sources".

Learn more about Bing search results how Bing
delivers search results

250 % et 75 spins gratuits, avec des retraits instantanés. @1

Ces casinos sont reconnus pour leur sécurité, leur légalité et leur f

0
d'utilisation, offrant une expérience de jeu en ligne sécurisée et agr /0
- (I #1 © 3 Sources npvec plUS
P 1
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Facilitators: AdTech Identified

/Z:@JBlotkdluin-Ads Industries ~ Platform ~ Resources - Company ~ EN
Trusted by the Top Crypto & iGaming Brands

AdForm
Adobe

$'BINANCE coinbase

Google
Magnite
Blockchain-Ads

X UNISWAP @ GEMINI Algorond @dafabet

) GALA

Y, EL INDUSTRY DAYS
TERIES BROGIVG
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Facilitators: AdTech Identified

Riskier Players

Zsky.pro A\ Suspicious
Minimal public footprint, no clear business presence
Redirect or temporary campaign infrastructure

22link.world A\ Suspicious

* Potential link-shortening, traffic routing or affiliate-tracking
* Commonly used in redirect chains

News-magazine2.xyz |~ High-risk
* Resembles disposable content, fake-news, SEO-spam, malvertising, redirect infrastructure
* Potential phishing, spam, malware campaigns

e EL INDUSTRY DAYS
LOTTERIES BRDGING

whitebullet )
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Facilitators: Domain Registrars & Payment

Domain Registrars Payment Providers
101domain - S
123-Reg Skrill Bitcoin Klarna
Amazon Registrar Neteller Ethereum Alipay
Cloudflare PaySafeCard USD Coin WeChat
Dynadot i .
Gandi Rapid (by Skrill) PolkaDot Paypal
GoDaddy Visa Dogecoin Apple Pay
NameCheap Mastercard Blik
Tucows Domains

Maestro

URL Solutions

@r EL INDUSTRY DAYS
LOTTERIES BROGMG
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What Next?

Two months more to track, assess compliance and build landscape
Commence enforcement
Report back in late summer

Reflect on best practices and ways to overcome challenges:
* Decentralised registers of legitimate operators
* Inconsistent requirements and data formats for enforcement
* Regulator mandates
* Dynamism with domains, mirror sites
* Rogue intermediaries

" g EL INDUSTRY DAYS
"LOTTERIES BRDGIG
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Thank You!

Peter Szyszko
www.white-bullet.com



