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Illegal lotteries and gambling are growing threat 
to industry, consumers, online infrastructure

Will and tools exist to combat the threat 
and safeguard integrity of the sector

What can be done: expert perspective, European 
Lottery pilot, how illegal operators promote / engage

€80.6 billion in online revenue in EU 
generated by illegal operators

€33.6 billion by licensed operators

71% of EU gambling revenue from black market

EU governments lost €20 billion in tax revenue

For every €1 generated by regulated sector, €2.4 
generated offshore
European Casino Association 2025
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About White Bullet

We identify risky online content and take action 
• Multiple risk types
• All ecosystems + ads, globally
• Expertise + evidence

Since 2013, we work with all stakeholders
• Operators, regulators + infrastructure 
• Financial, infrastructure, marketing

+ many more
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How?

DISRUPTION

Supporting infrastructure

• Automated takedowns: social, 
search

• Direct outreach: adtech, payment 
processors, domain registrars

ENFORCEMENT

Illegal operators

• Criminal, tax referrals
• ISP site blocking actions
• Domain seizures
• Fake ads

EDUCATION

Consumers, policymakers

• PR for awareness
• Data for MoUs + regulation
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Familiar Battle?

Copyright protection
Content streaming, sports…
Face same issues
Inequality and challenges
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Unfair ‘Competition’

Imbalance vs illegal operators

Financial: NO fees or taxes
Infrastructure: NO KYC or DD
Marketing: NO limits, compliance 
Duty of care: NO KYC, support, 

reporting, safeguards

€€€, rogue support, money 
laundering, organised crime

Doing business, while fighting 
the bad guys, with arms 
tied…
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There is Hope!
Tested tools, approaches
Centralised infrastructure
Regulated intermediaries
Enhanced tools AI, scale
Laws, DSA, Trusted Flaggers
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Challenges

Landscape: Size of problem?
Compliance: Definition of illegal?
Evidence: What to capture?
Enforcement: What is meaningful?
ROI: How track impact?
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Websites

Apps

Search

Social

Ads

Affiliate 
Promos

PPC Ads
Organic 
Search 
Results

App 
Stores

Ads

Domain 
Reg.

Ads

Affiliate 
Promos

Take downs from
social platforms

Take downs from
search engines

Take downs with
advertisers & adtechTake downs with

domain registrars

Take downs from
app stores

Take downs with
advertisers & adtech

Take downs with
affiliate networks

+ identify illegal gambling
domains from ads found

+ identify illegal gambling
domains from result listings

+ identify other illegal 
gambling domains from ads 
found on other websites

Track various ECOSYSTEMS

EVIDENCE GATHERING for 
policy and enforcement

ENFORCEMENT at multiple 
levels

Pay 
Provider

Take downs with
payment providers

Take downs from
search engines 9



Pilot Project
Leverage risk intelligence, 
expertise, key learnings

Map landscape, take action: 
disrupt + enforce

3 countries x 3 months 
(FR, GR, PL)

Dedicated Taskforce
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Pilot: 4 Phase Approach

Phase 1: Legitimate Landscape Assessment

Phase 2: Discovery

Phase 3: Compliance Analysis & Operator   
Investigation

Phase 4: Enforcement
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Phase 1: Legitimate Landscape Assessment

Baseline: which 
operators are 

licensed across 
EU?

Comprehensive 
list of licensed 

online operators

Helps identify
non-compliant and 

illegal operators    
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Phase 2: 
Discovery

Monitoring and harvesting 
data at scale 

Various ecosystems
Tracking promotions + ads:

Third party 
websites Social media

Search engine 
sponsored links + 

ads

Identify potentially
illegal operators in 

multiple ecosystems
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Source
Websites, ad 

libraries, search

Focus 
Targeting, 
localising

Evidence
Screenshots, 

videos

Auto 
Classify

ID brands, adtech 

X-ref
Check for 

licence

Subset 
Candidate 
operators

White Bullet Tracking Technology

Data Capture Process
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piracy.com brand.com

AD

CLICK-THRU DATAPUBLISHER PAGE DATA

All ad placement + revenue formats
All ad media types
All formats

All ecosystems
Custom websites
Proxies
Profiling
Humanisation
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Adtech: eu.sportradarserving.com
Visit landing page and assess availability 
of services locally

Data Capture: Web
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Social media ad 
libraries
Country filters
Keywords by 
category, language, 
Performance, risk

Facebook sponsored ad

Data Capture: Social
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Targeted queries in
relevant language: performance, risk

VPN geo-location
Proxies, profiling, humanisation

PPC ad: visited to assess availability of 
services

Organic search results: visited to 
assess availability of services

Data Capture: Search

18



Phase 3: Compliance Analysis & Operator Investigation

• Visit, local IP
• Assess geo-

blocking
• Evidence

Geo-
restriction

• Attempt 
account 
creation

• Evidence

Account 
Creation

• Illegal only
• Investigate 

support
• Evidence

Facilitators
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• Auto-capture tech
• Payment providers, ad networks, domain registrars
• Creates candidates for enforcement
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Phase 4: Enforcement

• Intelligence Database: results, evidence
• Action Centre: enforcement dashboard 

Targets, enforcement taken
Impact for success

• Taskforce meetings
• Action taken depends on target
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Targets
• Illegal operators

• Payment providers
• Adtech
• Domain registrars
• Social media platforms
• Search engines

• ISPs & domain seizures

Referrals to law enforcement, regulators

Auto-take downs, direct notices

Litigation, dynamic blocking, law enforcement

21



Enforcement: Payment Providers
GOAL: Cancel payment facilities
Most major players commit to industry regulatory requirements to 
prevent fraud

• Illegal lotteries and gambling included definition

Custom evidence packs to payment providers
• Dedicated contacts for illegal activity
• High evidentiary burden – few automated forms and processes 
• Only legitimate providers will block  
• Evidence of non-compliance to gambling or banking regulators

Response times 24-48 hours, possible fines by financial regulators
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Enforcement: Advertisers, Adtech
GOAL: Remove operator ads and websites from inventory

• Adtech placing illegal operator ads 
• Brands whose ads appear on (and fund) illegal operator websites 
• Adtech placing other ads on illegal operator websites

No regulatory requirement to prevent ads on illegal publishers – reputation issue

Custom evidence packs to adtech and brands
• Adtech, brands not required to have abuse contact emails or reporting forms
• Research each POC for notices - White Bullet active 10+ yrs
• High evidentiary burden - adtech code, landing page data
• Only responsible players use blocklists / dynamic feeds  
• Name and shame publicly 

Response times 2+ months, repeat notices
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Enforcement: Domain Registrars

Custom evidence packs to domain registrars
• Additional steps to identify registrars (if not obfuscated)
• Dedicated contacts for abuse and illegal activity
• High evidentiary burden, complaints to ‘report abuse’ email – no one size fits all - some have web 

forms for faster processing 
• Only reputable registrars suspend or cancel 
• Non-compliance can be reported to gambling regulators or  ICANN

Response times 24 hours to 10+ days

GOAL: Cancel domains 
Most major players commit to industry regulations to cancel illegal / abusive domains

• Specific abuse categories and broader fraud
• Illegal gambling and lotteries included 
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Enforcement: Social Media
GOAL: Block ads from feeds
Most major players remove promotions for illegal activity

• Illegal gambling / lotteries included, but each ad campaign is reported individually
• Reporting via ad libraries is efficient – only report each campaign once

Custom evidence to social media platforms
• Dedicated abuse reporting tools (see also Meta Brand Rights Protection for IP) 
• Auto-reporting at point ad is found (click on-ad report feature) or via ad repository
• Only legitimate providers remove ads - Meta provides feedback
• Non-compliance can be reported gambling regulators

Response times from 24 hours to weeks
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Enforcement: Search Engines
GOAL: Remove PPC ads and results
Search engines offer removal of PPC ads, sponsored and organic results 
violating laws

• Illegal gambling and lotteries included 

Custom evidence packs to social platforms
• Dedicated abuse reporting tools for at scale action 
• Non-compliance can be reported to gambling regulators

Response times 24-48+ hours
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Enforcement: Operators, Site Blocking, Seizures
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Pilot: Data Coverage to Date

Illegal 
Operators

% Gambling / 
Lottery Products

Total AdsTotal VisitsVisitsEcosystem

465,090Web

2613%800K+1.9M632,800Social 

797,265Search 
(including organic results)

* Data collected from 13 April to 27 May 2026 only
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Example Web: Greece BC.Game
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Example Web: Greece BC.Game
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Example Social: France Hype
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Example Social: France Hype
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Example Search: Poland 20Bet
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Example Search: Poland 20Bet
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Example Search: France RedFoxLotto
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Example Search: France RedFoxLotto
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Risk: Crypto
Allowing cryptocurrency deposits 
viewed as higher risk 

More difficult to identify 
customers, trace funds, enforce 
responsible controls

Risk depends on operator's 
controls and cryptocurrency

80% of illegal operators 
allow crypto deposits
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Risk: Crypto
Money laundering risk

• Harder to verify source of funds, passes multiple wallets, obfuscation services 
Sanctions, compliance risk

• Harder to identify funds originating from sanctioned individuals, entities or high-risk jurisdictions
Cross-border risk

• Facilitates access for customers in countries where gambling is restricted or operator unlicensed
Reduced transaction transparency

• Lacks third-party oversight
Responsible gambling concerns

• Speed, accessibility, volatility of crypto assets contribute to riskier gambling behaviour 
Enhanced controls required

• Robust KYC, AML, sanctions screening, blockchain analytics source-of-funds verification 
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Risk: Dynamic Redirection by Affiliates

Affiliate partner webpage 
dynamically redirects to 
various illegal and/or legal 
gambling operators 

Based on internal user 
tracking heuristics, e.g. IP, 
cookies, traffic referral
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Risk: Children’s Content Website
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Risk: Malware
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Risk: Search Obfuscation

Legal operators 
displayed when 

visiting 
gambling 

aggregator 
website 

DIRECTLY

However….
unlicenced
operators 

displayed when 
accessing via  
BING AD 

CLICK 
THROUGH
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Risk: Fake Promotions?
Bwincasino.gr unlicensed in Greece
using Bwin logo / name (operates legally as bwin.gr)
Redirects to unlicenced Betscore1.com

43



Risk: Influencers

Controversial 
popular influencers 
paid commission

HSTIKKYTOKKY
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Risk: AI Misrepresenting Legitimacy
AI  suggests unlicensed operators 
against queries for licensed operators 

Not paid ads 
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Facilitators: AdTech Identified

Major Players
AdForm
Adobe
Google

Magnite
Blockchain-Ads
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Facilitators: AdTech Identified
Riskier Players

Zsky.pro  Suspicious
• Minimal public footprint, no clear business presence
• Redirect or temporary campaign infrastructure

 22link.world  Suspicious
• Potential link-shortening, traffic routing or affiliate-tracking
• Commonly used in redirect chains

News-magazine2.xyz  High-risk
• Resembles disposable content, fake-news, SEO-spam, malvertising, redirect infrastructure
• Potential phishing, spam, malware campaigns
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Facilitators: Domain Registrars & Payment

Domain Registrars

101domain
123-Reg
Amazon Registrar
Cloudflare
Dynadot
Gandi
GoDaddy
NameCheap
Tucows Domains
URL Solutions

Payment Providers
OtherCryptoCard

KlarnaBitcoinSkrill

AlipayEthereumNeteller

WeChatUSD CoinPaySafeCard

PaypalPolkaDotRapid (by Skrill)

Apple PayDogecoinVisa

BlikMastercard

Maestro
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What Next?
Two months more to track, assess compliance and build landscape
Commence enforcement
Report back in late summer
Reflect on best practices and ways to overcome challenges:

• Decentralised registers of legitimate operators
• Inconsistent requirements and data formats for enforcement
• Regulator mandates
• Dynamism with domains, mirror sites
• Rogue intermediaries
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Thank You!

Peter Szyszko
www.white-bullet.com


